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-Do I recognize the sender’s email

address?

Hint: Hover your mouse over the
name in Gmail. On a phone, click

on name.

- On hover, you should see a
picture of the person if that
person normally has a photo.

Was the email sent at
an unusual time? (Like
3 am.)

- Does the subject make
sense?

- Is the subject irrelevant to
the message?

- Is the message a Reply to
something that you didn’t
send?

- Be very wary of hyperlinks.

- Hover your mouse over a Hyperlink to see
where it is really going (the part after the
@sign). On a mobile device, you can long
press on link.

- Watch for misspellings. (i.e.
bankoramerica, amazan, etc. )

- Watch for long URL that include a
misdirection (www.amazon.ripoff.com)
(always look for the part right before
the .com (or .net).

- Be careful if you are being asked to sign in
after clicking a link. You are probably
already signed into Google.

- Are you being asked to click a link to avoid a negative

consequence?

- Does the grammar seem slightly off?
- If you know the sender, does this sound like something that they

would send?

- Are there odd letter substitutions? (0 instead of o, 1 instead of I,

etc.)

- Are there any subtle threats involved?
- Are you being promised something of value that seems “too good

to be true”™?

- Were you CC’d on an email but don’t know the other people?

- Was the email sent to an “odd” assortment of people? Maybe people
that you know, but wouldn’t normally be included in a single email.

- Were you BCC’d only?

Red Flags:

Here are some handy tips to help you
prevent a successful phishing attack.

Note that it may not be a single tip,
but a combination of factors.

If your instincts say something is
wrong, stop and think. Don’t act until
you consider your choice.

- Is there an attachment that you
weren’t expecting?

- Does the attachment end in
anything other than .txt?

- Frequently, attachments that end
in .doc will contain a virus.

- Attachments that end in .zip are
a major problem.

- Attachments are the number 1
way to spread a virus.



E EXAIMPLE:

Unknown Threat!
Person

\

(1] I Mave 1o Inbos AN Nore -
a 9:19 am ‘”

Spam  New Dmad %0 Head

o Mar 21

19 has boen suspended
Mad with @ JTE639 hast Spam  New Emad To Read
Mar 21

h Power Point Program
Tour bazk sccocnt asscociated witk the ID1764)) has been suspended decause of the

Share with you & comphimen Spam  New Emad To Reas sousual ectivity commected to this sccount and a failore of the accoust holder o pay
the taxes oa a dow date.

Mar 20
 for FREE - Clip Of The Week: Is There Juice In Your Ca Fows meRr -
W in the oower of sharing a Spam ) Emad To Road For more detalls asd the in\prmation ca bow to uslock your sccoust please refer to the
- el el LA = = document attached.
o Mar 18
Scam  New Crmad % Reed A Antivirus wamning - 1 attach \ent containg a virus or blocked Sle. Downloading this
attachment is dsabled. Learm
leco. @ Mar 18
rery - Buy, Sell or Evaluste LT, Equipment
NEERING/SOLUTIONS Capst  Spam New Emal To Read
o Mar 18
636376
attached the corfirmation of ¢ Spam Now [ mad %5 Head s dcanned doe 230
¥ Vs foung
nica. o Mar 17
ared for an emergency?
10 am POow 10 NducH Do Spam  New Emad To Reas
senfirmation
slory | Track Your Shipment Spam  New Em (]
16
]
oF your order. Your invowce - | mad 3o Heas

= Mar 16

poC Money is written with
attachment a COMMA instead ofP a
period.

This is an example from my Google SPAM folder. This is being
used as an example only Notice that Google has already
identified that the attachment contains a virus. There are lots of
notices on this one. You should check your SPAM folder
occassionally.




